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This article describes the setup opaxy-server in a cloud. You can use a proxy like this from
everywhere through the internet. Reasons to do this could be:

Your internetaccess ifiltered but you need access to sites which are filtered.

. 2dz syl G2 KIFI@S | €23 2F [ttt aadadSa FyR FAfS:
You need to speed up your internet connection through caching.

You want to filter the interneticcess of your és.
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prerequisites: virtual machine with public ip in a cloud (e.dAmazon EQ2

contents: . Setup avirtual machinein Amazons cloud
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2. Connect to the virtual machine the cloud 6
3. InstallEreeProxy 9

4. Open tcpports in the cloud 15
5. Changeyour browsers proxysettings 17
6. InstallTechlogiceahttp-Serverand change logsettings(optional) 20
7. Change DNServers in the virtual machine (optional) 25
8. Change your proxguthentication (highly recommended) 27

1. Setupavirtual machinein Amazong cloud
a. Go tohttp://aws.amazon.com/ec2and Sign Up for Amazon EC2
b. Go tohttps://console.aws.amazon.com/ec2/home
which is called AWS Management Console
c. [dzyOK | ySg AyaalyOS oe OftAOlAYy3 2y afl dz

&/ AWS Management Console - Mozilla Firefa
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Home - Resources - AWS Management Console BETA - Amazon EC2 Welcome, Sebastian Stein | Settings | Sign Out

Amazon EC2 Amazon Elastic Amazon

MapReduce CloudFront
Region: B ysrast ~

Getting Started = My Resources =)

» EC2 Dashboard
You are using the following Amazon EC2 resources in

To start using Amazon EC2 you will want to launch a virtual the US-East region: i Refresh
INSTANCES server, known as an Amazon EC2 instance.
> Instances @ 1 Running Instance @ 0 Elastic TPs

A Launch Instances .
IMAGES » 0EBS Volumes {5} 0EBS snapshots
> AMIs Note: Your instances will launch in the US-East region. ® 1 Key Pair @ 3 Security Groups
» Bundle Tasks
ELASTIC BLOCK STORE f Related Links =
> Volumes Service Health = )
> Documentation

» Snapshots Current Status Details. > All EC2 Resources
NETWORKING & SECURITY @ Amazon EC2 (US) Service is operating normally > Forums
» Elastic IPs » View complete service health details > Feedback

> Security Groups > Report an Issue

» Key Pairs

© 2008 - 2009, Amazon Web Services LLC o its affiliates. Al right reserved. Feedback Support Privacy Polic Terms of Use An amazoncom. company
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Launch Instance Wizard

O
CHOOSE AN AMI

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by dlicking its Select buttan.

Community AMIs

WS Server 3 Center edition, architectore,
Microsoft SQLServer 2005 Express, Internet Information Services 6, ASP.NET
2.

Basic Microsoft Windows Server 2003 (AMI Id: ami-de4daab7)
Microsoft Windows 2003 R2 Data Center edition and 32-bit architecture.

Basic Microsoft Windows Server 2003 with Authentication Services
(AMI Id: ami-df4daab6)

Microsoft Windows 2003 R2 Enterprise edition, Authentication Services, and
32-bit architecture.

Basic 64-bit Microsoft Windows Server 2003 (AMI Id: ami-dc4daabs)
Microsoft Windows 2003 R2 Data Center edition and 64-bit architecture

Basic 64-bit Microsoft Windows Server 2003 with Authentication
Services (AMI Id: ami-dd4daab4)

Microsoft windows 2003 R2 Enterprise edition, Authentication Services, and
64-bit architecture

Microsoft SQLServer 2005 on Windows Server 2003 (AMI Id:
ami-c74daaae)

Microsoft Windews Server 2003 R2 Enterprise edition, Authentication
Services, 64-bit architecture, and Microsoft SQLServer 2005 Standard

e. / tAO0l 2¢Y
AdminLogin)
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Launch Instance Wizard

CHOOSE AN AMI CREATE KEY PAIR CONFIGURE FIREWALL LAUNCH

Please review the information below, then click Launch.

AMI Name:
Number of Instances*:

Instance Type (32 bit):

Key Pair Name*:

Security Groups:

£ Windows Basic Microsoft Windows Server 2003 (ami-de4daab?, i386)

©) Small @ High-CPU Medium
% (m1.small) @m {c1l.medium)
- Select Cne - -

“| (selected groups: default, rdp)

console.aws.amazon.com [

Cancel X/

¥ Show advanced options

& You vill be charged the hourly rate for any
ey o e

shut them down.

* Required field

0
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Launch Instance Wizard Cancel @‘

CHOOSE AN AMI CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and click
Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only need to
generate a key pair once — not each time you want to deploy an Amazon EC2 instance.

1. Enter a name for your key pair:* myfirstkeypair (e.0., jdoekey)

*

2. Click to create your key pai

% Create & Download your Key Pair

& save this file in a place you will

remember. You can use this key pair to
launch cther instances in the future or visit
the Key Pairz page to create or manage
existing ones.

Skip this * Required field

g. Save the penfile to your important documents y R Of A O] a/ 2y (A ydzSa
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Launch Instance Wizard

CHOOSE AN AMI CREATE KEY PAIR
Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and dick

Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only need to
generate 3 key pair once — not each time you want to deploy an Amazon EC2 instance.

1. Enter a name for your key pair:* myfirstkeypail (e.q., jdoskey)

2. click to create your key pair:*

Key Pair successfully created

&) save this file in a place you will

remember. You can use this key pair to
launch other instances in the future or visit
the Key Pairs page to create or manage
existing ones.

Skip this * Required field

console.aws.amazon.com '
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h. Choose 1 aanumber of instancesyour new Key Pairy R Of A O] a[ I dzy OKa&

Launch Instance Wizard

Cancel %
LAUNCH
Please review the information below, then click Launch.
AMI Name: :'J'\Mndows' Basic Microsoft Windows Server 2003 (ami-de4daab7, i386)

Number of Instances*: 1

Instance Type (32 bit): @) og small @ High-CPU Medium
&S (m1.small} ‘“ (c1l.medium)

Key Pair Name*: myfirstkeypair -

Security Groups:

-

(Selected groups: default, rdp)

o
.

¥ Show advanced options

(& ou vill ba chargad the hourly rate for any

* Reguired field
" instances you launch until you successfully Launch | ¥
shut them down.

i. /tA0] 2y a+ASs e2dNJ AyaidlyosSa 2y GKS Ly

ax

Launch Instance Wizard

Cancel X
Your instances are now launching.

Note: Your instances may take a few minutes to launch, depending on the software you are running.

> View your instances on the Instances page
Other EC2 Features
Volumes Elastic IPs
EBS Volumes provide off-instance storage that persists Elastic IP addresses allow you to remap a public IP address
independently of the life of an instance. Add a persistent to any instance in your account. Elastic IPs also enable you
storage device to an instance using the Elastic Block Store to engineer around problms by quickly remapping your Elastic
(EBS) Volumes page. 1P address to a replacement instance.
» Go to the Volumes Page » Go to the Elastic IPs Page

(et
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Twitter [5) nullloesung [i§ CEMA IT-Blog (% YouTube T LEQ [ Hattrick | Infos zu aktuellen Praj.. |, blog

| Mg LEO Ergebisse fur 2.8 x|

Aws Cons... x | 14

Mail - Postei.. % | il Webhosting, Server und Q.. |l STRATO Kundenservice . | (@ Lokale Installation unter X, 3 | -

B Home - Resources - AWS Management Console BETA - Amazon EC2

Amazon EC2 ‘

Amazon Elastic
MapReduce

oigaion ——

Amazon
CloudFrant

Region:  E yseast v || i@ Launch hstance | @ Reboot || i@ Terminate
. EC2 Dashboard Viewing: All nstances -
Instance AWl ID Security Groups

INsTANCES [ i i0afs1762 | amideddaab?  rdp, default, proxy
Fnetances | i<8628ca0 | amieddaabl | rdp, default
jacEs [ i@ i76apdte | amideddaabl  rdp, default
> AMIs
> Bundle Tasks
ELASTIC BLOCK STORE
» Volumes
> Snapshots
MNETWORKING & SECURITY
> Elastic IPs 1 EC2 Instance selected
> Security Groups @ Instance: i-c8628ca0
+ Key Pairs AMI ID: ami-deddaab?

Security Groups: rdp defauit

Status: running

Reservation: r-93b892fa

Platform: windows

© 2008 - 2009, Amazon Web Services LLC or its affiliates. All right reserved.

() connect || I output

Type
mi small
m1.small

m1.small

Feedback

Wore Actions | ™

Bundle Windows AMI
s PUBIIC DN Key Pair Name
@ running | ec2-75-101-206-205 compute: nullioesung

@ running

@ terminatec

Welcome, Sebastian Stein | Settings | sign out

Reserved Instances | ™ [T showmige || Refresn || @ Help
Get Windows Password

©c2-76-101-199-227 compute. myfirstkeypair

Zone: us-east-1c
Type: m1.small
Owner: 362120821721
Ramdisk ID:

Key Pair Name: myfirstkeypair

Suppert | Privacy Policy | TermsofUse | AN amazoncom.company

£ € 1tozof3instancas ¥ |

https:

. 3Ws.amazon. hom

console.aws.amazon.com ()

k. Followthe instructions and paste the content of your pdite (open it with a
editor) into the text¥ A S R

YR Of A 01

a5SONBLIG tlaaegz2NR

Retrieve Default Windows Administrator Password

Cancel X

To access this instance remotely (e.g., Remote Desktop Connection), you will
need your Windows Administrator password. A default password was created
when the instance was launched and is available encrpyted in the system log.

To decrypt your password, you will need your key pair for this instance. Simply
copy & paste the contents of your private key file into the text box below,
then click Decrypt Password.

i# Instance: i-c8628cal

Encrypted
Password:

Key Pair:

* Reguired field

NLigeMjvZUh1EmzwbB6103/l/mNkr5IHI0y8d1+6TiHE6. ..

myfirstkeypair.pem

Mote: You were prompted to download and save this when you
created your key pair.

Private Key*: T0dwzbellibtbuwk+klZAvdodrguecTDCVazl -
RulUgXIwiLAbidlPXYGSDHwT4 twkRE+GIYhok

3

Please include the entire text, including the Begin
----BEGIN RSA PRIVATE

and End |

KEY---—-")

ines (Ex:

Decrypt Password

(V)
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2. Connect to thevirtual machinein the cloud
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a. Check your VM in thAWS Management Consdley R Of A O]

& AWS Management -
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NP Home - Resources - AWS Management Console BETA - Amazon EC2

Welcome, Sebastian Stein | Settings | Sign Out

Amam“ECl‘ Amazon Elastic H

Amazon
MapReduce

CloudFront

R

Region: B UsEast ~

% Launch nstance Reboot Termnate Connect Output || More Actions | ¥ || Reserved instances | ~ ShowHide Refresn Hep
@
G - { € 1tosof3insk ¥ 3
» EC2 Dashboard Viewing: All Instances € € 1wzofzimstances > 3|
Instance AMI 1D Security Groups ~ Type Status Public DNS Key Pair Name
INSTANCES -
O | i@ 0af81762  ami-deddaab?  rdp, default, proxy ml.small @ running | ec2-75-101-206-205.compute nullloesung
> Instances = N
i ic8628ca0  ami-deddaab?  rdp. default mismal @ running | ec2-75-101-199-227 compute: myfirstkeypair
IMAGES
i i-T66aB41e  ami-deddaal rdp, default m1.smal terminatec
[ | i3 i-766a841 -deddaab?  rdp, defaul 1small
> AMIs
> Bundle Tasks
ELASTIC BLOCK STORE
> Volumes
> Snapshots
NETWORKING & SECURITY
> Elastic IPs 1 EC2 Instance selected
> Security Groups i@ Instance: i-c8628ca0
» Key Pairs AMI ID: ami-deddaab7 Zone: us-east-1c
Security Groups: rdp,default Type: mi.small
Status: running Owner: 362120821721
Reservation: r-93bga2fa Ramdisk ID: -
Platform: windows Key Pair Name: myfirstkeypair
© 2008 - 2009, Amazon Web Services LLC or its affilistes. All right reserved. Feedback Support Privacy Policy Terms of Use ‘An amazoncom. company
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Console Connect - Remote Desktop Connection

Instance: i-c8628cal

Use Remote Desktop Connection software to connect to your instance. Remote Desktop Connection is
pre-installed on most Windows operating systems.

To access your instance using Remote Desktop Connection you can follow one of these two options:
OPTION 1: Shortcut File OPTION 2: Step-by-Step Instructions

Click the link below to download

1. Open the Remote Desktop Connection client.
the Remote Desktop config file

hich ith t a. On Windows XP, go to Start -= All Programs - > Accessories
which you can either open to -> Communications - > Remote Desktop Connection.
connect to your instance or save
to your desktop as shortcut. b. On Windows Vista, go to Start -= All Programs ->

Accessories - > Remote Desktop Connection.

¢ Download shortcut file . L .
2. Connect to your instance using instance's public DNS

[ec2-75-101-199-227.compute-1.amazonaws.com].

Mote: To access this instance remotely, you will need your Windows Administrator password. A default password was created

when the instance was launched and is available encrpyted in the system log. You can access and decrypt this password by
using the "Get Default Administrator Password" tool, which is available via right-click or under the "More Actions" button.

console.aws.amazon.com

Cancel |X

g

YR 2L
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c. Enter your AdministratePassword from Step 1l

Miarosaft
;" 7 Windows Server 2003 R2
¥ Datacenter Edition

5 Microsoft Carparation

User name: I Administratar

Bassword: I sessssansnns

OF I Cancel Options ==

d. Now you shouldthange the AdministratePassword to something yoaie
remember 3)

RightClick the MyComputeBymbol inthe Stasa Sy dz YR OK22aS aal yI:

Adminisirator

J Manage Your Server

=9 Command Prompt

w Open

Explore
E’gontrol[ Search...
-

- ; Map Metwark Drive. ..
t% IFHIRTESTE Disconnect Metwork, Drive,

| i Wtz @ Help anc Show on Desktop
\—/] - Rename
: 1
e Internet Explarer p Search
L.

=7 Run...

f\-. !
1k .”‘J Windows Explorer

Properties

EczZ5ervice Setting

9 Windows Security

Al Brograms  #

Log QFF E Shut Down

[#/stare | [ &
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Password

=] File Action Wisw Window  Help | oy = |
&= AR XER| @ E

Q Computer Management (Local)y
L——_Iﬁ System Tools

Full Marne Description

Builk-in

@ Event Viswer  cest Built-in account For guest access to
[#-2] Shared Folders # suppoRT 3 2l Tasks y pration... Thisis a vendor's account For the F
=-#4 Local Users and Groups =

i Users Delete

[ Groups Rename
Performance Logs and Alert:
2, Device Manager Properties

Help

dy Disk Defragmenter
- Disk Management
[]--& Services and Applications

« | »]]l | Ol

|Set the user's password, |

f. / tA01 ot NPOSSRG

Set Password for Administrator E3 I

“ou are logged in as “Administratar. You have chozen to reset the passwaord for pour
local uzer account,

Fiezetting thiz passward might cause ireversible losz of information. Far security reazans,
YWindows pratects certain information by making it impozsible to access if the password iz
reset.

Thiz data logz will occur the mest tirme you log off,

Yiou should uze this cormmand only if you've forgotten the passward and da not have &
paszword reset dizk. [F pou know the curent pazswaord and want to change it, press
CTRL+ALT+DELETE and click Change Pagzword,

For additional infarmation, click Help.

Cancel Help
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g. Enterthe new password twice

Set Password for Administrator BE
Mew pazsword: Iootoooooo..
LConfirm pazsword: I"Oﬂoooou|

& If pou click Ok, the following will occur:
“r'our lozal user account will immediately loge access to all of its
encypted files, stored passwords, and personal security certificates.

IF wou click Cancel, the passward will not be changed and no data loss wall

OCCuUr,
ak I Cancel

3. Install FreeProxy
a. Connect to your virtual machine through a RBéssiondee wint 2)
b. Download FreeProxyom
http://www.handcraftedsoftwale.org/index.php?page=4&action=file&file _id=5
c. Open the zidile and launch setup.exe
d / fA01 abSEG6&-S&¢n GKS 25t O02YS

fi5! Setup - FreeProry, FreeWeb M= Eq |

Welcome to the
FreeProxy/FreeWeb Setup
Wizard

Thiz will ingtall FreeProsy version 3.92 on your compter.

It iz recommended that you cloze all ather applications before
cohtinLing.

Click Mest to continue, or Cancel o exit Setup.

Cancel |
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License Agreement
Pleaze read the following important infarmation before continuing.

Fleaze read the following Licenze Agreement. r'ou must accept the terms of this
agreement before continuing with the ingtallation.

|FreeF'ru:u:-:_l,l License %3 and prior verzsions -
Flain Englizh

Thiz licenze iz not a watertight legal document. Pleasze read it in the spint in which it

iz intended.

The zpirit of the license

Thiz iz extremely useful zoftware. Y'ou are one of an expanding community of users

who uze thiz zoftware for nomal day to dap operations in their computer

environments. [Vs even more attractive in the fact that itz free. Walue for money iz
therefore infinite. Aryone can wse this software but do 2o, however, at their own j

{* | accept the agreement

= | do not accept the agreement

¢ Back I MHewt > I Cancel |

f. /tA01 oabSEiGG F2NI5S8Frddd [20FiGA2Y

= A

]inzl Setup - FreeProxy,/FreeWeb

Select Deztination Location
YWhere should FreeProxy/Freetw'eb be inztalled?

"JI Setup will inzstall FreePromy/Freett'eb into the following folder.

To continue, click Mest IF vou would ke to select a different folder, click Browse.

:%Program FileshH and-Crafted SoftwarehFreeProx Browsze. .. |

Al least 8.3 MB of free dizk space iz required.

< Back I Hent » I Cancel

-10-
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Folderfwists 4|
\p The Folder:

C:\Program FilesiHand-Crafted Software)FreePr oy

already exists, Would vou like to install ko that Folder ansyway?

1 |

h. 1 tA01 abS8Edda

]inzl Setup - FreeProxy,/ FreeWeb

Select Start Menu Folder
Where should Setup place the progran's shaortouks?

Setup will create the program's shaortcuts in the fallowing Start Menu folder.

To continue, chck Mest. IF you would like o select a different folder, click Browse.

Browsze. .. |

< Back I Ment » I Cancel

-11-
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]in,EL Setup - FreeProxy/FreeWeb M= E3 |

Ready to Install
Setup iz now ready to begin instaling FreeProse/Freeiw'eb on your computer.

Click Inztall to continue with the installation, or click Back if you want to review or
change any settings.

D estination locatior; ﬂ
C:%Program FilesH and-Crafted SaoftwarehFreeProm

Start Menu falder:
FreeFromy

i o

¢ Back

. /tAO]l abSEida

]inzl Setup - FreeProxy,/FreeWeb

Information
Fleaze read the following important information before continuing.

YWhen yau are ready to continue with Setup, click Mext,

J|4I;|"5‘ T READ IFORMA IOV for AreeProxy V3.92

1, In the Control Centre, press F1 for HELP,
2, Dnce wou have installed FreeProwxy, set local hinding on all porks, The belp file has

details.

3. Check the website For updates or For translations of the help file into other
languages.

4, Check the release nokes in the program path,

Join the new forum: <htip: Ay handor aftedsoftware.org =

Hand-Crafted Software, August 2007

-12-
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]i.:.EL Setup - FreeProxy/FreeWeb

Completing the
FreeProxy/FreeWeb Setup
Wizard

Setup haz finished inztalling FreePromy/Freetweb on wour
computer. The application may be launched by zelecting the
inztalled iconz.

Click Finizh bo exit Setup.

. [ dyOK (KS aCNBStNREe& /2yGNRf / SyiSNK

Adminisirator

- —
E Manage Your Server 5! My Computer

»
B Comniand Prompt B’ Control Panel

% Administrative Toals »

1
(| / Windows Explorer
= % Printers and Faxes

@ Notepad 9) Help and Support
@ Internet Explorer o+ HoEi
(

e Windows Catalog
EcZService Sett 4 Windows Update

@ Accessaries » | Security

@ Administrative Tools  »

BE FreeProxy . Fr Control Centre
Skartuy 3 FreeProxy Hel

@ 2 @ FiRED Lacation: Ct\Program FilesiHand-Crafted Software\FreeProxy
Ecz5Service Setking FreeProxy Release Motes

'_fé Internet Explorer ﬁEﬂ Uninstall FreeProxy
L""E] Cutlook Express

All Programs

_ Remote Assistance

[
Log Off @ shut Diown

[#istare |2 & |

-13-
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m. Clickoro { 0 NIk { (2 LJ&

% FreeProxy Control Centre [C:\Program Files\Hand-Crafted Software’FreeProx... [l =] E3
File Define StartfStop Help

m ol @ 28 e

RA&S 1P Service Calendars  Users Cache Options  Ban List  Stark/Stop
[ Name [ Details | [start
Internet Pratacol: HTTP Prasy, IP/Paort :MNat bound/ 8080
2 Users defined
Optiong Ban ligts not active

n./tAO01l 2y ofMoeNlid Ay { SNIBAOS

FreeProxy / FreeWeb

Start / Stop Fl

r— Current status

Service: Not Installed

Console: Not running

~ Service mode

Stop | HESta'tl [~ Portable &pp 7

Log on as:

i+ Local System account

" This account I
Pazzword I
Canfirm I

i~ Conzole mode

Start | Stop I~ Fartable fpp 2

Q) oK.

Your proxy is running nogyGoontod KS y SEG & d SLIX

FreeProxy / FreeWeb

Start / Stop Fl p

r~ Current status

Service: Running.

Console: Mot running

r~ Service mode

Stark | Stop | Hestartl [~ Fartable App 7

Log on as:

€ This account I
Pazzwaord I
Canfirm I

r~ Congole mode

Start | Stap [~ Bortable Spp 7

@) oK.
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4. Open tcpPorts in the cloud
a. Go totheAWS Management Consa@ad3 2 (2 adaSOdzNA G& 3INERdzZLIE &

N
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- C 0 7y & A nttpsy/consoleaws.amazon.comeca/home# c= EC2Bis= Home

Livedrive [ Google Mail & Google Reader »( XING [EJ Facebook [ Linkedn © Twitter () nullloesung B CEMAIT-Blog % VouTube I LEO (3l Hattrick | Infos zu aktuellen Proj.. || blog
| #0n = Downloads x|

AWS ment Cons... X LEQ Ergebnisse fiir "inhalt... > @] Webhosting, Server und O... | @] STRATO Kundenservice - ... Lokale Installation unter X... = | =
gel ing,

Home - Resources = AWS Management Console BETA > Amazon EC2 Welcome, Sebastian Stein | Settings | Sign Out

Amazon Elastic Amazon
Amazon EC2 ‘ ‘ ‘ ‘ CloudFront ‘

Amazon EC2 Console Dashboard

Region: USfast ¥

» EC2 Dashboard

Getting Started = My Resources =
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INSTANCES server, known as an Amazon EC2 instance.

> Instances
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> Documentation
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NETWORKING & SECURITY & Amazon EC2 (US) Service is operating normally > Forums
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Name Description

INSTANCES & rdp Remote Desktop Protocol

> Instances P public proxy server

[MAGES |) default default group

> AMIs

> Bundle Tasks
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1 Security Group selected
> Volumes (& Group Name: proxy
> Snapshots Description: public proxy server
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c. Give it a name and description

Create Security Group Cancel |X

Security Group Name™*: proxy

Description®: |proxy access

Mote: After yvou create this security group yvou may configure yvour firewall

in the lower pane details.
* required
Create

d. Check your new Security Group and choose the following values:

i.

ii.
iii.
iv.

V.

| 2yySOlGAz2y aStiK2R ' /dzaid2YX
Protocol = tcp

From Port = 8080
To Port = 8080
Source (IP or group) = 0.0.0.0/0
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5. Change your browsers proxsettings
a. Go tothe AWS Management Centand click on Instances to see your VM
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