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This article describes the setup of a proxy-server in a cloud. You can use a proxy like this from 

everywhere through the internet. Reasons to do this could be: 

¶ Your internet access is filtered but you need access to sites which are filtered. 

¶ ¸ƻǳ ǿŀƴǘ ǘƻ ƘŀǾŜ ŀ ƭƻƎ ƻŦ ŀƭƭ ǎƛǘŜǎ ŀƴŘ ŦƛƭŜǎ ȅƻǳΩǾŜ ǾƛǎƛǘŜŘ ŦǊƻƳ ŘƛŦŦŜǊŜƴǘ ōǊƻǿǎŜǊǎΦ 

¶ You need to speed up your internet connection through caching. 

¶ You want to filter the internet access of your kids. 

prerequisites:  virtual machine with public ip in a cloud (e.g. Amazon EC2) 

contents: 1. Setup a virtual machine in AmazonΨs cloud    1 

 2. Connect to the virtual machine in the cloud    6 

 3. Install FreeProxy       9 

 4. Open tcp-ports in the cloud      15 

 5. Change your browsers proxy-settings    17 

 6. Install Techlogica http-Server and change log-settings (optional) 20 

7. Change DNS-Servers in the virtual machine (optional)  25 

8. Change your proxy-authentication (highly recommended)  27 

     

1. Setup a virtual machine in AmazonΨs cloud 

a. Go to http://aws.amazon.com/ec2/ and Sign Up for Amazon EC2 

b. Go to https://console.aws.amazon.com/ec2/home  

which is called AWS Management Console 

c. [ŀǳƴŎƘ ŀ ƴŜǿ ƛƴǎǘŀƴŎŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ α[ŀǳƴŎƘ LƴǎǘŀƴŎŜǎά 

 

http://aws.amazon.com/ec2/
http://www.handcraftedsoftware.org/
http://www.techlogica.us/software/httpserver/
http://aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/home
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d. Choose α.ŀǎƛŎ aƛŎǊƻǎƻŦǘ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлло όон ōƛǘύά 

 
e. /ƭƛŎƪ ƻƴ YŜȅ tŀƛǊ bŀƳŜ α/ǊŜŀǘŜά ǘƻ ŎǊŜŀǘŜ ŀ YŜȅ tŀƛǊ όȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ƎŜƴŜǊŀǘŜ 

Admin-Login) 
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f. DƛǾŜ ƛǘ ŀ ƴŀƳŜ ŀƴŘ ŎƭƛŎƪ ƻƴ α/ǊŜŀǘŜ ŀƴŘ 5ƻǿƴƭƻŀŘ ȅƻǳǊ YŜȅ tŀƛǊά 

 
g. Save the pem-File to your important documents ŀƴŘ ŎƭƛŎƪ α/ƻƴǘƛƴǳŜά 
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h. Choose 1 as a number of instances, your new Key Pair ŀƴŘ ŎƭƛŎƪ α[ŀǳƴŎƘά 

 
i. /ƭƛŎƪ ƻƴ α±ƛŜǿ ȅƻǳǊ ƛƴǎǘŀƴŎŜǎ ƻƴ ǘƘŜ LƴǎǘŀƴŎŜ ǇŀƎŜά ŦƻǊ ǾƛŜǿƛƴƎ ȅƻǳǊ ƴŜǿ ±a 
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j. /ƘŜŎƪ ȅƻǳǊ ƴŜǿ ±a ŀƴŘ ŎƭƛŎƪ ƻƴ αaƻǊŜ !Ŏǘƛƻƴǎά ҔҔ αDŜǘ ²ƛƴŘƻǿǎ tŀǎǎǿƻǊŘά 

 
k. Follow the instructions and paste the content of your pem-file (open it with an 

editor) into the text-ŦƛŜƭŘ ŀƴŘ ŎƭƛŎƪ α5ŜŎǊȅǇǘ tŀǎǎǿƻǊŘά 

 
l. bƻǘŜ ȅƻǳǊ ǇŀǎǎǿƻǊŘ ŀƴŘ ŎƭƛŎƪ α/ƭƻǎŜά 
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2. Connect to the virtual machine in the cloud 

a. Check your VM in the AWS Management Console ŀƴŘ ŎƭƛŎƪ α/ƻƴƴŜŎǘά 

 
b. /ƭƛŎƪ ƻƴ α5ƻǿƴƭƻŀŘ ǎƘƻǊǘŎǳǘ ŦƛƭŜά ŀƴŘ ƻǇŜƴ ƛǘ όȅƻǳǊ w5t-Session should start 

immediately) 

 

https://console.aws.amazon.com/ec2/home
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c. Enter your Administrator-Password from Step 1l 

 
d. Now you should change the Administrator-Password to something you can 

remember ;-) 

Right-Click the MyComputer-Symbol in the Start-aŜƴǳ ŀƴŘ ŎƘƻƻǎŜ αaŀƴŀƎŜά 
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e. Dƻ ǘƻ α[ƻŎŀƭ ¦ǎŜǊǎ ŀƴŘ DǊƻǳǇǎάΣ wƛƎƘǘ-/ƭƛŎƪ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊ ŀƴŘ ŎƘƻƻǎŜ α{Ŝǘ 

Password

 
 

f. /ƭƛŎƪ αtǊƻŎŜŜŘά 
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g. Enter the new password twice 

 
 

 

3. Install FreeProxy 

a. Connect to your virtual machine through a RDP-Session (see point 2) 

b. Download FreeProxy from 

http://www.handcraftedsoftware.org/index.php?page=4&action=file&file_id=5 

c. Open the zip-file and launch setup.exe 

d. /ƭƛŎƪ αbŜȄǘά ƻƴ ǘƘŜ ²ŜƭŎƻƳŜ-Screen 

 

http://www.handcraftedsoftware.org/index.php?page=4&action=file&file_id=5
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e. !ŎŎŜǇǘ ǘƘŜ ƭƛŎŜƴǎŜ ŀƎǊŜŜƳŜƴǘ ŀƴŘ ŎƭƛŎƪ αbŜȄǘά 

 
f. /ƭƛŎƪ αbŜȄǘά ŦƻǊ 5ŜŦŀǳƭǘ [ƻŎŀǘƛƻƴ 
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g. /ƭƛŎƪ α¸Ŝǎά 

 
h. /ƭƛŎƪ αbŜȄǘά 
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i. /ƭƛŎƪ αLƴǎǘŀƭƭά 

 
j. /ƭƛŎƪ αbŜȄǘά 
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k. /ƭƛŎƪ αCƛƴƛǎƘά 

 
l. [ŀǳƴŎƘ ǘƘŜ αCǊŜŜtǊƻȄȅ /ƻƴǘǊƻƭ /ŜƴǘŜǊά 
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m. Click on α{ǘŀǊǘκ{ǘƻǇά 

 
n. /ƭƛŎƪ ƻƴ α{ǘŀǊǘά ƛƴ {ŜǊǾƛŎŜ-Mode 

 
Your proxy is running now ς Go on to ǘƘŜ ƴŜȄǘ ǎǘŜǇΧ 
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4. Open tcp-Ports in the cloud 

a. Go to the AWS Management Console and Ǝƻ ǘƻ αǎŜŎǳǊƛǘȅ ƎǊƻǳǇǎά 

 
b. /ƭƛŎƪ ƻƴ α/ǊŜŀǘŜ {ŜŎǳǊƛǘȅ DǊƻǳǇά  

 

https://console.aws.amazon.com/ec2/home
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c. Give it a name and description 

 
d. Check your new Security Group and choose the following values: 

i. /ƻƴƴŜŎǘƛƻƴ aŜǘƘƻŘ Ґ /ǳǎǘƻƳΧ 

ii. Protocol = tcp 

iii. From Port = 8080 

iv. To Port = 8080 

v. Source (IP or group) = 0.0.0.0/0 

e. /ƭƛŎƪ α{ŀǾŜά ǳƴŘŜǊ !Ŏǘƛƻƴǎ 
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5.  Change your browsers proxy-settings 

a. Go to the AWS Management Center and click on Instances to see your VM 

 
b. Check youǊ ±a ŀƴŘ ŎƻǇȅ ǘƘŜ αtǳōƭƛŎ 5b{ά value 

 

https://console.aws.amazon.com/ec2/home

